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T, WREE  q T FRET GEAl Y TS FEagR YANEdEe <
SeTerd /e gaFAe®  (Administrators) WS BTAHT AR AIRGHEE, U ATHEHT
IUIEE T e Rved namar =9d aargd 3599l a1 TSWIESd S TRUH g |

QUE F: U TARTHAlgE (General Users):

TH GUGHT 3 HEET GO GRS el WANT TN SraReT YandiEEd A e
ATARH] AT A T GUETd TANTHT IJIIEE FHICUHT G |
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FH ¥ SAed THaE WANT T q9r Faae uees S AT e geed w99
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2. 9G¥ YUYFH Multi-Factor Authentication (MFA) TN TRT ATAE L& d8 ?Tr:l}}{:[l
TGHT AN 9TISET Authenticator m JART Wiéﬁ[l

3. WANT HiFUdey o) UHSCAE a dHEcyd (FFYSYATeT aad) ae I €9
TATATIC ‘Iiél?‘l\l A el JUBLTH Screen Lock PIN/Password/Pattern AaTd ‘Timl

4, YHTEIT THA, TR AT BMEHGH Towd HAHAT THEE, FA 673 a1 Attachments AT
fFa® qﬂﬂﬁ?{ ; Password/One-Time Password (OTP) FHT Shareqﬂi_@'{!

5. THA A1 o9 YTHH AW, SIE, GHT ST WL WA GledeR; Hb [6Ev0r, A
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6. “https//” N & THUHT T ATl Mg (Padlock) TUHI ZEHl Gagelier SHRI
EIEEARH RN

7. Gagelier @ o foxig PR duaiiEd T WesE Wi-Fi TIRT T WM | AEeas
AT FETT T WRAET VPN @l Aiaed STl AT THerd |

8. FEAUL A1 U Had ANAFHINE did (Google Play Store, Apple App Store, [EEZIED]
ANUFHIE ATA5E) AN /A SFAAE T |

9. yfey faeed (0S) T T UCEHIEEHT T4l (Latest) GLET AUSCEE Install THE; OS
T Antivirus Software Install TRT Periodic Scan ‘li‘ém\l

3 o (5
10. &TE] TSRS JIFHLT (STET Pen Drive) TINT T AT WI2¥d TN T, USB Auto-run

Functionality Bl T |

11, IR JART T U eetats da9a% T WEaad Permission HIA RTei | (Wed:
HIET UfeE T UIETE Location AT, T TIETE Contacts T SMS ATAM & gaw | )

12. AMF a1 FEHHT FART T FIHLT AT YONAHT AREFT i IRIUar qevd Ao
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Qe §: eeEy/Reew qAAIH AT (System & Database Administrators):

AACH e TET AT AUATSTIA (TF ATAREHT GRETAF JUIeE THEUHT G |

e %WW ThT3C (01%?1: admin) AT MFA 3Hard ‘Iiélﬂ, root Account g
Disable TTH21® T SSH Public Key Authentication T8 WAl [ | THaS /WIZHE &1
AR HIEe a1 ACARHT AN GG Vault I TIRT TR |

2. Privileged Account HT Principle of Least Privilege <IN "'Ii'@l’{{ HT‘éf AATd¥IE Default Accounts

(STEC: guest) Disable THET |
3. Access I WA Role-Based Access Control (RBAC)Wﬂ"T ‘lﬁélﬂ\l

4. Server, Warkstation, Database HT ﬁvﬁ? Patch/Update TN TTfIE;'"G[, "GT§ g’(f@lﬁ Latest Stable
Version AT JANT Jlﬂélﬂl

5. Zero-Day Attack T Advanced Threats a%g Firewall, Intrusion Detection and Prevention System

(IDPS), Endpoint Detection and Response (EDR), Sandboxing, Threat Intelligence ST€dl Defense-

in-Depth Strategy WWW@?R{I

6. Router, Switch, Firewall ST€dI Scde IIHLTHT Default Credential (Username, Password) q&d

qREdT e T End-of-Life (EOL) / End-of-Service (EOS) T @ |

7. Application T Database Elc) Input Validation, SQL Injection Prevention T Development HI
Secure Coding Practice <L T@E‘ﬁ'{ Wa Security by Design Principle A+ ﬂﬁ{ﬁ'{l

[ord]

Remote Access ®T AT VPN with Strong Encryption (IPSec/SSL VPN) HIA RIE Jlﬁém\l

9. Network Segmentation T VLAN TANT TR Demilitarized Zone (DMZ) ®919-1 T External-
facing Servers (Web, Mail, DNS) 1§ #T=a® Network ATE el THEE |
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10. AT BN IR T YA@EDH ART FART g T2 (Intranct) ATS ATEATE T Gl
g7 (Internet) IS AT lef—&?ﬁ{ i

11, g=T gfafd gomell ¥ SUSRUTHT IRIUST HEET WA (S Failed Login, Port
Scanning, DDoS Attack) T AT Centralized Log Management System (SIEM Solution) HT

ATeTg TS TN Alert/Monitoring 1 AT TR |

12, Gagaefiel STaTeh! Encryption at Rest T Encryption in Transit g—}q‘[ Standard Encryption Eal
TART e e |

13. 3-%-9 ™I (3 Copics of Data, 2 Different Media Types, 1 Off-Site Copy) #TE Backup
(Ilg'ém\ T Backup KIERIE Encrypt Tﬁ\_{'ﬁ'{f@lﬁ Trtg%‘l?[l Backup Restore Testing Drill BRIEG
(FTeawr a1fias) T e |

14. Development/Testing Environment 9IC  Production Environment g% Tr@:Eﬁ?{I
15.STeT 9 e T BISTH] Physical Seccurity HI A ﬁ?’%ﬂ%ﬁ Sensor ATEEATE ERUGE 'g'ﬁ
el ArSTem T AlUFd afhars A Tgad AArd e |

16. FIPTIRTT &THT TUTEA GAATHT TANTHATA & 6 T, THaSe® Had 6, JUHEEH
Ugd, Te® @T@Tﬁ T AT, IUFTEE A T+ A (Policy for Password Management,
Access Control, Log Retention, Device Disposal) TS IRIR ‘Iﬂ E\lﬂ\l

17. GSMAIHECET HEHT TRUHT Gaaaeid Hhee Aassdhal ad Haad JqEare Jwiod
T HAferE Illgé\lﬂ\ | (TTR'%T: Backup Copy Off—siteﬂ]ﬁ 9l Recovery Initiate ‘Tff, Database HT

Role/Privilege Grant/Revocation, Production Database 1 Full Export/Copy %17\-3[ ar Resto:'eTl'i)

18. Post-Incident Analysis‘Tﬁ Lessons Learned @5 Hﬁﬂ@qgvd ‘lﬂglﬂ\l
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19. HEqAT AMF €A a1 FA Function/Code TRATT WTAT Vulnerability Assessment &
Penetration Testing (VAPT) T84 |

Ale: WEAX G gFErdl A 99 WFHR a1 9edNT ATavadE Gl AT argeR e
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